L

Total No. of Printed Pages—16

4 SEM FYUGP COM MIN
(FIN/MKT/BNI/HRM) 4

2025

( June )

COMMERCE
( Minor )

Full Marks : 60

Time : 2 hours

The figures in the margin indicate full marks
for the questions

Paper : COM MINFIN4
( Cyber Crime and Cyber Security in Banks )

1. fafafRerms sm a1 fiw o . 1x3=3
Write True or False of the following :

(@ BER e (mr Rf&dd TR &R
FIEARE A% F91 97 |

Cyber stalking refers to the act of

harassing someone through digital
means.
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(b) T RS FS ARG TR I T

EUA
Blockchain technology is mainly used
for entertainment purposes.

(¢ ISO 27001 (xR ©U FF IQEIFR A

& HIRIR TF TG |
ISO 27001 is a cyber security standard
for managing information security.

2. @ I [T A 1x3=3
Fill in the blanks :
(@ TR GO SIWH SN TS (FCA
I T GGF] AR6T (@RS JRPIR
IR |

is a cyber crime where
an individual fraudulently assumes
another person’s identity.

(b) R G IR IR 2T
TRHERT T IF [ 791 |

refers to unauthorized duplica-

tion and distribution of copyrighted

software.

(€ —__ xR IZFee HiAE afemfe @y
40 TIZS RS ATCH |
One of the legal measures to protect
customers from cyber fraud is the
redressal mechanism.
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3. e facard R @een P eoe 5] G B

4x2=8

Write short notes on any two of the following :

(a) I AR GCITPHZ

Channels of cyber crime

(b) IZ-AIH AT

Multifactor authentication

(c) GfRR
Hacking
o9 PR Tad for

Answer the following questions :

4. B[R IR g frw T WR [fSq o) amm

90 3+9=12

Define cyber crime and explain its different

types.
5171/ Or
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Discuss the different preventive measures
used to ensure secure financial transaction.
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5. QWIS AR TR AR &7 e

siar S PAfvS TR cFae FIW-ora fRemric
AR S+ R Scam 341 | 5+7=12

What are the principles of cyber security in
banks? Discuss the significance of third-
party risk management in ensuring cyber
security in banks.

]/ Or
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Explain various vulnerabilities in banks and
the role of cyber security awareness and
training in mitigating these risks.

. IR O S[re FRAE (PR @ HIAR
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Discuss how banks can implement cyber
security measures to protect customer data.

&%/ Or
8 PR [T TR (TS (Ro-SAR

A4 (two-factor authentication) W&
AT SR R 0 |
Explain the role of two-factor authentication

and encryption in securing financial
transactions.
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Explain the RBI guidelines on digital
payments, customer protection and dispute
resolution mechanisms.

2qr / Or

@¥: =@ EmfH (Banking Ombudsman
Scheme) w=® fRfRF¥Ga bt F=@Fw [Eama
TS T SAFA [RACT Feas-1 41 | 4+7=11
Discuss the Banking Ombudsman Scheme

and its role in the settlement of disputes
related to digital payments.
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